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MODULE B201 DIGITAL DEVICES IN DIGITAL WORKSPACE
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Expected Outcomes:

e Participants should demonstrate key competencies in device Setup and
Configuration.

® Participants should demonstrate key competencies and proficiency in operating
different Operating Systems.

e Participants should demonstrate key competencies in Performing Software
Installation and Management.

e Participants should demonstrate key competencies in Checking Device Health
Monitoring and Diagnostics.

e Participants should demonstrate key competencies in Managing Multiple Devices
and Practice Digital Workspace Ergonomics.
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Digital devices in a digital workspace

Refer to electronic tools and gadgets that are integrated
into the modern workplace to enhance productivity,

connectivity, and efficiency through digital technology.
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learning Objectives:

To proficiently set up and configure a variety of devices, troubleshooting issues effectively, and
ensuring security.

To navigate, utilize, and troubleshoot various operating systems, ensuring efficient use.

To install, update, and remove software applications, and resolve software-related problems.

To monitor and maintain the health of devices, diagnose and resolve issues, and implement
preventive measures.

To create ergonomic workspaces, practice healthy device usage habits, and address potential

ergonomic issues.
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Digital devices in a digital workspace include:

1. Computers: These include desktops, laptops, and servers, which provide the
computing power for various work tasks such as data processing, software

development, and hosting digital resources.

Lap’Eop

Desktop Computer

Tablets: Lightweight, portable devices equipped with touch screens, used for tasks like note-taking, reading, and presentations, especially in situations where
mobility is essential.

. _ v P>”= UK International
%{ e | (9), ICT == Development

TheDAge! Sconesny AU(hOI'I(y Partnership | Progress | Prosperity

ACWICT




Setting up new devices (computers, tablets, smartphones)

Unboxing

% @ Hardware Setup

Connect power cables, chargers, and peripherals

(keyboard, mouse, etc.) to the appropriate ports.

Power on the device to initiate the initial setup.

Tablets: Lightweight, portable devices equipped with touch screens, used for tasks like note-taking, reading, and presentations, especially in situations where mobility is essential.
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Setting up new devices (computers, tablets, smartphones)

Unboxing y

Connect power cables, chargers, and peripherals
(keyboard, mouse, etc.) to the appropriate ports.

D

At

% Hardware Setup

E 4
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Tablets: Lightweight, portable devices equipped with touch screens, used for tasks
like note-taking, reading, and presentations, especially in situations where mobility is
essential

Tablets

Smartphones: Handheld mobile des that combine the functionalities of a mobile
phone, internet access, email, and various apps, enabling communication,
collaboration, and remote work
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Connecting to the Internet

After the initial hardware setup, the next step is to establish an internet connection:
1. Wi-Fi or Mobile Data:

For wireless devices like tablets and smartphones, connect to a Wi-Fi network.

For smartphones, you can also insert a SIM card and configure mobile data settings.
2. Wired Ethernet (for computers):

If you're setting up a desktop computer, connect it to a wired Ethernet network g
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Admin and User Accounts

ACTIVITY 1.1

Instructions:

The instructor will demonstrate how to create
both Administrator account and other user
accounts in windows 10 operating system.

This is for demonstration purpose therefore the
learners should be careful not to lock computers
by forgetting passwords, the learners are
encouraged to write down their passwords so as
not to forget.

A mention about why creation of accounts cannot
happen in smartphones should be emphasized.

’ _ SYP>% UK International
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$5%  ACCOUNTS
Your account
Sign-in options
Work access

Family & other users

Sync your settings

B
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[ Find a setting

Your family
Add your family so everybody gets their own sign-in and

desktop. You can help kids stay safe with appropriate
websites, time limits, apps, and games,

+ Add a family member

Other users

Allow people who are not part of your family to sign in
with their own accounts. This won't add them to your
family.

“_$ + Add someone else to this PC
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Initial Boot-up:

The first boot-up may involve selecting your language, region, and time zone.

Follow on-screen instructions to complete the initial hardware setup.
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Customizing Device Settings
for Productivity and Security

"Customizing Device Settings for Productivity and Security" is about optimizing the

settings on your digital devices to achieve two primary objectives:

Productivity: This involves configuring your devices in a way that maximizes your
efficiency and effectiveness in a digital workspace. It includes adjustments to display
preferences, accessibility features, and the use of keyboard shortcuts.

Security: This aspect focuses on safeguarding your digital workspace and data from
potential threats and breaches.
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Activity 1.2 Display and Accessibility
Settings

The instructor will demonstrate to leaners

. ) : ispl
the following using windows 10, also o,

. . Brightness and color
demonstrate the same using android Crange igtmen

phone:

Night light (0 uneil £05 PM)
@ o

Noght bght settings

* Adjust screen brightness

* Contrast

* resolution to suit your preferences.

* Configure multiple displays for
extended workspace functionality.

Scale and layout

Change the size of text, apps, and other fems

| 100% Becommended) -]

Advaniced scaling settings

Resolution
[ 1366 » 768 (Racommended) ]
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Activity 1.3 Accessibility Features:

The instructor will demonstrate to leaners
the following using windows 10, also ‘
demonstrate the same using android EZET [ SO e et i ok i
phone. e oo touch and movuse.
* Enable features such as magnification.
* high contrast.

* Narrator for users with disabilities.

@ Home Narrator

Use Narrator

Display Turn on Narrator

Cursor & pointer

Magnifier

d P & 04

Color filters

Start-up options

#  High contrast
> Allow the shortcut key to start Narrator
% Narrator ¢ ihe Wit o Ctrl + Entes 80 Bt

ACWICT
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Activity 1.4 Security and Privacy
Settings:

Configuring security and privacy settings is essential to protect your data and privacy

The instructor will demonstrate to leaners
the following using windows 10, also
demonstrate the same using android
phone.

Sign-in ¢

Manage how you sign in to your device

* Password and Biometric
Authentication.

* Configure screen lock settings for
smartphones and tablets.

Ministry of Information,
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The Digital Economy
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Activity 1.5 Security and Privacy Settings:

Configuring security and privacy settings is essential to protect your data and privacy

The instructor will demonstrate to leaners
the following using windows 10, also
demonstrate the same using android
phone.

* Password and Biometric
Authentication.

* Configure screen lock settings for
smartphones and tablets.

Y>> UK International
'Alm Development

Partnership |
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Authority

Progress | Prosperity

NG9 T WY

Settings
m Sounds and vibration

™) Hotifcations

Dizplay

0 '.i'ul‘allmpﬁmdsqit
7 Bliiod
i

=)

0 Blometrics and security

(0 Baiid

| anating
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IMsogm

£ Lock screen

Py

St Lock

Secure lock setlings

Abways On Display

‘Wallpaper services

Clock shyle

Reaming clock

4 S IR L ¥

Q £ Screen lock type
Swipe

Pattern

Passwond

Face »

Fingenprinds »
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Activity 1.6 App Permissions:

The instructor will demonstrate to leaners K
the following using windows 10, also

. . € Home

demonstrate the same using android
phone. Find a setting
* Manage app permissions to control .

access to your device's. B Genera
+ features. | & Location
* location and other data.

_ - @ ¢

* Review and update permissions for Bl

installed applications. 8 Microphone
Navigate to Settings > Privacy > Location [ Notifications

SNJP% UK International
(9}, ICT 'Alm Development R B

Authorit Prrtrsala P P it X &
y artnership | rogress | rosperity - T —

O X

Choose apps that can use your

precise location

App connector
04 Asphalt 8: Airborne
E Camera

Cortana
Location history must be on for

Cortana to work

E Mail and Calendar

Y Maps

@ on
@) off
@ on

@) off

@D on

AC

E 4

technology tra



Activity 1.7 App Permissions:

The instructor will demonstrate to
leaners the following using windows

/t\

App permissions

. roi ear i Android Wear
10, also demonstrate the same using O s i
H G Calendar D
andrOId phone' UNINSTALL FORCE STOP —
g Contacts 5]
. . Storage
* Manage app permissions to control VLo ®
access to your device's. Dmausage & Microphone <
* features Permissions t. i .
* location and other data. oA g A | B sws o
* App permissions for installed Notificatons BB oo ©
applications.
. ‘Opcn.by .dcfa’ul!
Android Phone .
Battery
< O
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Activity 1.8 Privacy Settings:

The instructor will demonstrate to leaners
the following using windows 10, also
demonstrate the same using android
phone.

* Adjust privacy settings to limit data
collection and sharing by the device
and apps.

* Control location services and
camera/microphone access.

N

Privacy
Location, camera
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Activity 1.9 Productivity Enhancements

Customizing your device for productivity can significantly boost your work efficiency:

Keyboard shortcuts

The instructor will demonstrate to leaners the
keyboard shortcuts using windows 10 for
enhancing productivity.

B
[~]
B

(4]

H

Ls]
L]

]
(=)
a
<]

CIG)E=
(L0

i
B
2

A e B T

Thats

‘|
o
6
o
B
B
B
]
B
B
B

el ]l eI MI L I e

Shift

(<]

:
(]
]
B
(<]
B
]
B
(]
]

Space

| Control | Alt

a
]
B
8
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Keyboard shortcuts for Operating Windows:

1. Ctrl+X: Cut the selected text.

Ctrl+C: Copy the selected text.

Ctrl+V: Paste the copied or cut text.

Ctrl+A: Select all of the text on the page or in the active window.
Ctrl+B: Bold the selected text.

Ctrl+1I: Italicize the selected text.

Ctrl+U: Underline the selected text.

Delete: Send a selected file or files to the Recycle Bin.

Enter: Open a selected application or file.

_.
e

Ctrl+N: Create a new file.

—
—_—

Ctrl+O: Open an existing file.

H
g

Ctrl+S: Save the current file.

—_
98]

Ctrl+Z: Undo the previous action. If you want to redo the action,
press Ctrl+Y.

B
COUNTY

X
"
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Activity 1.10 Calendar set-up through Mobile App:

The instructor will demonstrate to

leaners the following using windows had e

10, also demonstrate the same using O wd

android phone. . Mon, Feb 6, 2023 330PM
Mon, Fed 6, 2023 430PM

@ Pacific Standard Tme

* Open the calendar App

* Tapthered"+"iconin the
bottom right corner.

* You can also tap on a specific
date in the app, followed by the
hour when the event will start.

* Add event detailsincluding title,
date, time and so forth. Select
save to complete.

A Pasans

I
1234567890
qwertyuiop

asdfghjk.|
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Activity 1.11 Software Updates

The instructor will demonstrate to

leaners the following using windows
10, also demonstrate the same USiNG | vuae s secures

android phone.

* Configure automatic OS updates

to ensure you have the latest
features and security patches.

* Checkformanual updates when

necessary.

Authority Partnership | Progress

<« Settings

N Home

[ Fraas

I o’ Windows Update
Delivery Optimization
Windows Security
Backup

Troubleshoot

P S + @ B

Recovery

®

Activation

Find my device

Be

For developers

Windows Update
You're up to date
Last checked: Today. 11:25

Check for ypdates

@ Pause updates for 7 days
Change active hour
e 1o via
® View update history
o updates nstatied
T Advance d options
Additional upd

Lo -

Looking for info on the latest updates?
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Activity 1.12 More Operating System Configuration

Instructions

The instructor will demonstrate to leaners the
following using windows 10, also demonstrate
the same using android phone where applicable.

Themes - fastest way to change the look and feel of the Windows GUI
Apps Environment - desktop start screen

Tiles - click and drag the tiles to rearrange them.

Start screen - right-click the desired Windows app and select Pin to Start.
Search - start typing the name of the app to auto search.

Personalization Window - you can change the desktop appearance, display

\‘ = UK International
AT sty ( ,I CT m = Development

Ve Digiont Sconemy AUthF/fy Partnership | Progress | Prosperity
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Summary

Device setup and configuration involves the initial preparation of new devices
such as computers, tablets, and smartphones. This includes tasks like installing
and updating the operating system, connecting to networks, and creating user
profiles. Additionally, customization of device settings is essential for optimizing
productivity and security. This entails configuring preferences, installing
necessary software, and implementing security measures like password
management and firewall settings to ensure the device operates efficiently and

remains safeguarded from potential threats.
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Topic 2 Operating System Proficiency

In this Topic, we will explore the fundamentals of three popular operating systems:

e  Windows.
. macOS.

. Linux.

Each of these operating systems has 1ts unique features and user interfaces. Proficiency

in these operating systems 1s essential for effectively navigating and using digital

devices in a digital workspace.

Y P>% UK International
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Operating System Proficiency

An operating system (OS) is system software that
serves as the fundamental software component of a

computer or digital device.
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Role of Operating System

1. Hardware Abstraction.

2. Resource Management.

3. Process Management.

4. Memory Management.

5. File System Management.

6. Device Management.

7. User Interface.

8. Security and Access Control.
9. Error Handling.

10. Software Compatibility.

Ministry of Information,
Communications &
The Digital Economy
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Windows Operating System

Developed by: Microsoft

User Interface: Windows features a graphical user
interface (GUI) with a Start menu, taskbar, and a
windowed desktop environment. The latest

versions use the Windows 10 interface.

File System: Windows primarily uses the NTFS (New

Technology File System) for managing files and storage.
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' : L\‘ »” UK International Y ) .
e —— ‘ ,’ CT 'A = Development e ) AC ¥|CT
The Digital Economy AUthO”ty Partnership | Progress | Prosperity \A .”'L.“W CT

] [
%760 ro peveLoPMED



MacOs Operating System

Developed by: Apple Inc. B = A Ao

User Interface: macOS features a user-friendly graphical
interface, known for its simplicity, elegant design, and the

Dock for launching applications. It's known for its clean and

intuitive user experience.

File System: HFS+ (Mac OS Extended) is the file system used
for older versions, while newer versions use APFS (Apple File

System).

Ministry of Information ) ICT L\‘+74 UK International A
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Linux Operating System

Linux:

Developed by: Linux is an open-source kernel, and
various distributions (distros) package it with different
software and user interfaces. Some popular distros

include Ubuntu, Fedora, and CentOS.

User Interface: Linux provides flexibility with a
variety of desktop environments, including GNOME,
KDE, and Xfce. It also offers text-based command-

line interfaces.
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Proficiency in multiple operating systems is increasingly
important in a digital workspace for several compelling

reasons.

1. Enhanced Adaptability:

2. Increased Job Opportunities:

3. Cross-Platform Collaboration:

4. Resource Optimization:

5. Troubleshooting and Problem Solving:

6. Security and Risk Mitigation:

MDD | iy of informaion ICT n\‘ = UK International
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Activity 2.1 Windows:

Understanding the Windows s Windows

Feedback

Start Menu and Taskbar S -

Through in-class demonstrations, fotepac - Calendar
the instructor will show learner how

to navigate the Start Menu and

Ungin from Start

TaSkbaI" Unpin from taskbar
Resge
Start Menu
¢ Start Button.
¢ LiveTiles.
¢ Search.
* App List

File Explorer

A
. E) ’ CT SNJ>% UK International p—
Commzvnicaﬁons& : J 4 ran Development mﬁ:.&
The Digital Economy AUthOI'Ity Partnership | Progress | Prosperity
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Navigating the User Interface

Activity 2.1 Windows: Windows 10 Taskbar Overview
Understan ding the Windows Stxarl button Open and pinned programs Time and date
311 PM
Start Menu and Taskbar ' ) 0 . ST 00 B
¥ LN
Through in-class demonstrations, Coriana, Run, and Search Notification Area
the instructor will show learner View all Notification Area icons Notifications

how to navigate the Taskbar

Taskbar

* Taskbar Icons.
* Pinned Apps.
e System Tray.
* Task View.

wZ”= UK International
(Q)J/ I CT mlm Development R W

AUthorlty Partnership | Progress | Prosperity

Ministry of Information,
A4) | Communications &
By | The Digital Economy

Ungroe 1
¥TE0 Fog peveLOPMED




Ministry of Information,

Communications &
The Digital Economy

Managing and Customizing the Windows Desktop

Activity 2.2 Organizing Icons:

Through in-class
demonstrations, the instructor

will show learner how to:

* Create Shortcut Icons

* Rearranging Icons

lcT

Authority

Partnership | Progress |

wingows uve

Windows System

TE Access 2016
M Apple Softwar
».| Desktop

FJ Devices Flow
i Excel 2016
9 Intei(R) HO Gr
7 Miracast PlayT
!’3 Mouse Propert
1> Movie Maker

Moazilia Firefos
7} OneNote 2016

SJP”% UK International
mlm Development

Prosperity

PP Outlook 2016
’( paintnet

Open

Open file location

Pin to Start menu (Classic Shell)
O Run as administrator

Troubleshoot compatibility

Pin to Start

1-Zip

Scan with Windows Defender..

¥ Scan for viruses
%K Check reputation in KSN

¥ Kaspersky Application Advisor

Pin 1o taskbar

.
»* Photo Gall Restore previous versions
%¥) PowerPoint

to

#8 Print Dialog

¥ publisher 2016 Cut

» Search Copy
2

N 2
Unery.
™TED Fom pevELOPMED

K7 PM  Shortcut

-
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Managing and Customizing the Windows Desktop

Activity 2.3 Customizing the Wallpaper: [/

Through in-class demonstrations, the

instructor will show learner how to:

* Change the Desktop Background:
*  Wallpaper Slideshow:

Ministry of Information,
Communications &
The Digital Economy
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Settings

Home

X &
\ T
Ungry,
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B
COUNTY

Background

S e

Background

[ Slideshow

Choose albums for your slideshow

= Windows 10

Browse

Change picture every

[[30 minutes

Shuffe
@D o
Lot shteshow run even if F'm on battery power

@D on
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Managing and Customizing the Windows Desktop

Activity 2.4 Themes and Visual Effects:

Through in-class demonstrations, the

instructor will show learner how to:

* Personalization Options
Visual Effects

Adjust Screen Resolution

. . P> UK International
}%{ :'ml:;:'::’l‘?i';'l ‘ (9), I CT rZ'm Development
e Digital Economy

Authority Partnership | Progress | Prosperity

Settings

@ Home

=
Personalization

B Background
D Colors
C8 Lock screen

Themes

=4

A Fonts
68  Swan
[SS)

Taskbar

p

D
COUNTY

B &
> ] 2
V]
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Background

Background

Shideshow

Choose albums for your slideshow

: Windows 10

Browse

Change picture every

30 minutes ]
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Navigating the File System, Managing Files, and Folders

Activity 2.5 Navigating the File System

Through in-class demonstrations, the instructor

will show learner how to navigate:

The file Explorer

Navigation Pane:

Quick Access

Breadcrumbs

Y>> UK International
vzlnx Development

Partnership | Progress | Prosperity
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In Windows

™ = | File Explorer — (] >
“ Home Share View o
n ° - : =8
Pin to Quick Copy Paste New Properties Select
access (=] 2 = k -
Clipboard Organize Open
T #* > Quick access ~ o Search Quick

Digital devices Digital devices
C ) 14

& neDrive The Desktop

SR xR
# Quick a<<( . Freq7llders 4)

Digital Devices in Di
4 Downloads

Digital Devices in Digstal ...
somencotes - c n

OneDrive The .\Dezktop

@ OneDrive - The Africe

Downloads
S This PC . This P«
- 3D Objects
W Desktop somenotes
%] Documents “ This PC\Downloads
4 Downloads
Music
» -~ Recent files (20)
| Pictures
B videos delete
s Local Disk (C:) LB cleanup
¥ Network E= Digital Devices in Digital WorkSpace
= background
send to >4

I
COUNTY
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Navigating the File System, Managing Files, and
Folders in Windows

Al Book - Algebra Test Prep Rvw pot
o o . . S Math 023 TRIGOMOMIETEY Masas dace
1
Activity 2.6 Managing Files and Folders - Jih e

8" Unit 2 { new 2).d« New

85 Unit 7 (ded). docx Pont

S Unik 8 ed)docx £E] Scan with Windows Defender
>4

Through in-class demonstrations, the instructor e

Always avadsble cffhne
Restore previous versions

will show learner how to perform the following

Cut

to files and folders: s G

* Selecting Files.

* Copying and Moving. RPN vy e
&% Dropbox .

* Creating New Foldersand Files. e B
moass N e

* Renaming Files and Folders. momsee oo
$ Oownloac Deges —

* Deleting Files and Folders.

* Searching.

) ’CT S>>~ UK International \
(2 | raInx Development R
AUthorlty Partnership | Progress | Prosperity — TN P
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Navigating the File System, Managing Files, and
Folders in Windows

Activity 2.7 Working with Libraries

Through in-class demonstrations, the
instructor will show learner how work

with Libraries:

Common libraries include

* Documents

* Music
* Pictures
* Videos
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Navigating the File System, Managing Files, and
Folders in Windows
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Navigating the User Interface in Linux:
GNOME

Linux offers various desktop environments, such as GNOME,
KDE, Xfce, and more. The desktop environment defines the look,
feel, and functionality of the user interface. Here's how to

navigate the user interface in Linux, focusing on GNOME.
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Navigating the User Interface in Linux: GNOME

Activity 2.9 Navigating the GNOME
Desktop Environment:

Through in-class demonstrations, the

instructor will show learner how

Overview

navigate the following on GNOME : Activity @m

e Activities Overview:

e Dash:

* Workspaces

1 o B gWorkspaces
Y Y i @
8 L Dash@x>

o B RoBRBmCO®
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Navigating the User Interface in Linux: GNOME

More Activities

1. Using the GNOME File Manager:

2. Navigating the Linux Terminal for Advanced Users:

twkriege@penguin:~/code/example/css_zen_garden$ cd ..
twkriege@penguin:~/code/example$ 1s

bikeProject css_zen_garden HireTodd
twkriege@penguin:~/code/example$ cd HireTodd/
twkriege@penguin:~/code/example/HireTodd$ 1s
twkriege@penguin:~/code/example/HireTodd$ mkdir frontEnd
twkriege@penguin:~/code/example/HireTodd$ mkdir backEnd
twkriege@penguin:~/code/example/HireTodd$ 1s

backEnd frontEnd

twkriege@penguin:~/code/example/HireTodd$ cd frontEnd/
twkriege@penguin:~/code/example/HireTodd/frontEnd$ touch index.html
twkriege@penguin:~/code/example/HireTodd/frontEnd$ touch styles.css
twkriege@penguin:~/code/example/HireTodd/frontEnd$ touch index.js
twkriege@penguin:~/code/example/HireTodd/frontEnd$ ls

index.html index.js styles.css
twkriege@penguin:~/code/example/HireTodd/frontEnd$

»
-

-
a
e
o
B
3
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Navigating the User Interface in macOS: Dock, Finder,
Launchpad, and Mission Control

Activity 2.10 Navigating the macOS
Desktop Environment:

Through in-class demonstrations, the
instructor will show learner how
navigate the following on macOS :

* The macOS Dock
* The Finder
* Launchpad

 Customizing the Desktop and
Managing Files

ACWICT
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Basic Troubleshooting and System
Maintenance

 Troubleshooting - Is the process of diagnosing and
solving computer errors or technical problems.

« System Maintenance — Is the process of keeping a

company's technology infrastructure, equipment and
software running smoothly and efficiently.
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Basic Troubleshooting and System
Maintenance

Common troubleshooting steps include:

1. Identify the Problem:

2. Establish a Theory of Probable Cause:

3. Testthe Theoryto Determine the Cause:

4. Establish a Plan of Action to Resolve the Problem:

5. Verify System Functionality and, if Applicable, Implement Preventive Measures.
6. Document Findings, Actions, and Outcomes
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System Maintenance
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Summary

Operating system proficiency encompasses the ability to effectively navigate and utilize
operating systems such as Windows, macQS, or Linux. This includes fundamental skills
like file management, software installation, and system customization. Additionally,
individuals should possess basic troubleshooting and system maintenance skills to
address common issues and ensure the smooth operation of their chosen operating
system. These skills enable users to efficiently manage their computing environments
and troubleshoot problems when they arise, ultimately enhancing their overall digital

experience.
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Topic 3.0 Software Installation and
Management

Proficiency 1n software installation and management is essential

for maintaining an efficient and secure digital workspace.

This skill involves not only installing new applications but also
ensuring that existing software 1s up to date. Here's how to

effectively handle software installation and management:
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Traditional Software Installation
Activity 3.1

Software Installation, uninstallation and Updates:

* A demonstration on windows, Android Phones, macOS and Linux

Operating System installation through CD or Thumb-drive.

e A demonstration on how to Update different operating systems (Windows,

macOS , Linux and Android OS)

e Demonstration on Uninstalling software from windows, macOS, Linux and

Android OS.
OB | sty of info ICT SNJP UK International .
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Summary

Software installation and management involve the processes of installing and updating software
applications on a computer or device. This includes the installation of new applications to fulfill specific
needs and the timely updating of existing software for enhanced functionality and security. Moreover,
efficient software management encompasses the removal of unnecessary or redundant applications to
optimize system performance and free up valuable storage space. These practices help users maintain a
well-organized and efficient software environment, ensuring their devices run smoothly and securely

while meeting their software needs.
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Topic 4.0 Device Health Monitoring and Diagnostics

Monitoring the health and performance of your devices is crucial to ensure they operate
efficiently and reliably. By using diagnostic tools and proactive monitoring, you can

identify and address potential 1ssues before they escalate into serious problems.
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Topic 4.0 Device Health Monitoring and Diagnostics
Activity 4.1

* Demonstrate Device Health using Window’s Task Manager

* Demonstrate Device Health using Activity Monitor (macOS):

* Demonstrate Device Health using System Monitor (Linux):
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4.2. Using Diagnostic Tools to identify issues
proactivity.

Diagnostic tools help 1dentify and address specific i1ssues

with your device.
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4.2. Using Diagnostic Tools to identify issues
proactivity.

Activity 4.2
* Demonstrate Diagnosis using Check Disk (Windows) and Event Viewer

* Demonstrate Diagnosis using Disk Utility (macOS) Demonstrate Diagnosis using

S.M.A.R.T. Monitoring tools.

o Disk Utiity
s e Disk Unidiry Fust AiG Partition  Erase  Restore  Moumt ofo
FrtAlg Parition  Ermse  Restore Unmount  \wlo -l Erase ™ ra USB 3.0 "7
o Fusion Drive 4 <
K A Erasing “SanDi 8 USS 3.0 Meaia™ wil delete af dans
» [ Fusion Drive A A . Eaterr . stored on i, B4 undone. Provide & rame,
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Summary

Device health monitoring and diagnostics involve the ongoing assessment of a device's performance
and overall well-being. This includes the reqular monitoring of key metrics to ensure the device
operates optimally and remains in good health. Additionally, users should be proficient in using
diagnostic tools to proactively identify and address potential issues before they become critical. By
keeping a close eye on device performance and employing diagnostic tools, individuals can
preemptively resolve problems, maintain the longevity of their devices, and ensure a seamless and

reliable user experience.
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Topic 5.0 Managing Multiple Devices

In today's digital world, many of us use multiple devices for work, personal use, and
entertainment. Managing these devices efficiently and ensuring seamless data
synchronization and sharing 1s crucial for maintaining productivity and a smooth

workflow.
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Here's how to effectively manage multiple devices:

Device Management:

1. Inventory Your Devices: Create a list of all the devices you use, including computers,

smartphones, tablets, and any other smart devices.

2. Assign Purposes: Determine the primary and secondary purposes of each device. For
example, your desktop computer might be for work, while your smartphone is for

communication and on-the-go tasks.

3. User Profiles: If multiple people use the same devices, set up user profiles or accounts to

keep personal data separate.
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Here's how to effectively manage multiple devices:
Activity 4.3

Consistent Setup:

1. Operating System and Software: Try to use the same operating system (e.g., Windows,

macOS, or Linux) or software across devices for consistent workflows.

2. Sync Settings: Set up your devices with similar settings for email, Wi-Fi, notifications, and app

preferences.

3. Cloud Services: Utilize cloud services like Dropbox, Google Drive, or OneDrive to store and

access files across devices.
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Here's how to effectively manage multiple devices:

Activity 3.5

Time Management:

1. Create a Schedule: Organize your daily tasks and allocate specific devices

for particular tasks.

2. Limit Distractions: Set specific time blocks for focused work and

minimize notifications on devices that are not currently in use for work.
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5.2 Syncing and Sharing Data Across Devices:

* This practice involves ensuring that data, files, and mmformation are
consistently and securely accessible on various devices, such as
computers, smartphones, and tablets.

* By harmonizing settings, utilizing cloud services, and configuring cross-
platform applications, individuals and teams can efficiently collaborate,

seamlessly transition between devices, and maintain data consistency.
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5.2 Syncing and Sharing Data Across Devices:

Activity 3.6

Cloud Services:

1. File Syncing: Use cloud storage services to sync files and documents across devices.

Any changes made on one device are automatically reflected on others.

2. Collaboration Tools: Utilize cloud-based collaboration tools like Google Workspace or

Microsoft Office 365 for real-time document collaboration and sharing.
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5.2 Syncing and Sharing Data Across Devices

Activity
Data Backup:

1. Automated Backups: Ensure that all your devices are set up to perform automated

backups to protect your data in case of device failure.

2. Regular Data Migration: Periodically review your data and migrate or archive files

that you no longer need on your primary devices.
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5.2 Syncing and Sharing Data Across Devices
Activity
Cross-Platform Apps:

1. Choose Cross-Platform Apps: Whenever possible, select apps and services that
are available on multiple platforms. For example, use cross-platform note-taking

apps like Evernote or OneNote.

2. Account Integration: For social media and email, configure your accounts to be

accessible and svnchronized across devices.
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5.2 Syncing and Sharing Data Across Devices
Activity

Privacy and Security:

1. Security Best Practices: Implement strong security measures, such as

strong passwords, two-factor authentication, and device encryption, to
protect your data.

Privacy Settings: Adjust privacy settings on each device and application to

control data sharing and protect your personal information.
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5.2 Syncing and Sharing Data Across Devices
Activity

Network and Connectivity:

1. Use the Same Network: Whenever possible, connect your devices to the same Wi-Fi

network to facilitate data sharing.

2. Bluetooth and AirDrop: Use Bluetooth or similar technologies for sharing data

between nearby devices, like sharing photos between a smartphone and a tablet.
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Summary

Managing multiple devices involves effectively coordinating the use of various devices, such as computers,
smartphones, and tablets, particularly in work settings. This includes ensuring that these devices work n
harmony to enhance productivity and efficiency. Additionally, syncing and sharing data across these devices is
crucial to maintain consistency and accessibility of information. This synchronization enables seamless
transitions between devices and the ability to access essential data from any device, ensuring a cohesive and

productive digital experience across a multi-device ecosystem.
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Topic 6.0 Digital Workspace Ergonomics

* Creating an ergonomic digital workspace 1s essential for maintaining your health, comfort,
and productivity, especially if you spend significant time working on computers and other
digital devices.

* Proper ergonomics can help prevent repetitive strain injuries (RSIs) and promote general

well-being.
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Topic 6.0 Digital Workspace Ergonomics

Activity Group Discussion

- Explain how to setup a healthy working environment and let the learners

make their contribution to this discussion.

- Mention and discuss the ergonomic devices for people with disabilities

(PWDs)
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Summary

Digital workspace ergonomics is the practice of creating comfortable and healthy work environments for
computer users. This involves setting up ergonomic workspaces to promote well-being and prevent
discomfort or strain while working. It includes considerations such as the arrangement of computer
equipment, chairs, and desks to ensure proper posture and reduce the risk of repetitive strain injuries. By
adhering to these principles, individuals can enhance their overall physical health and work efficiency,

reducing the potential negative impacts of extended computer use on their well-being.
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Remote Desktop Student Must Activity

« Demonstration on how to setup a Remote Desktop Using AnyDesk
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Device Disposal and Recycling

Proper disposal and recycling of old devices and electronic waste
are essential for environmental sustainability and data security.
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Device Disposal and Recycling

Activity Group Discussion
The instructor should guide the discussions around the following areas:
- How to Dispose Old Devices and Electronic Waste

- How to Reduce the Carbon Footprint of Digital Devices
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Summary

"Student Individual Activities" encompass a range of tasks and responsibilities. First, students should be adept at "Remote Device Access
and Control," which involves using remote desktop tools for troubleshooting and providing support, as well as securely accessing work
devices from remote locations, ensuring efficient and secure remote work or study. Additionally, they should have knowledge of "Device
Disposal and Recycling" practices, which includes safely disposing of old devices and electronic waste in an environmentally responsible
manner and performing data wiping before disposal to protect sensitive information. Furthermore, students should be conscious of
"Energy Efficiency and Environmental Impact," by optimizing device settings for energy efficiency and minimizing the carbon footprint
of digital devices, contributing to a more sustainable and eco-friendly digital ecosystem. These activities and skills empower students to

work effectively, protect data, and make environmentally responsible choices.
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